
Security 
Operation 

Center



• In 2014 Cambridge Analytica harvested personal data 

from 50M Facebook accounts without authorization

• Data were used to profile US voters and lead to 

Trump victory

• In March 2018 the story is uncovered

• Facebook share down 7.5% in one day

• >18% in one week

• #deletefacebook movement





Security is becoming a big data 
problem 
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Who monitors Cybersecurity
technologies and how?
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SECURITY INTELLIGENCE

Our SOC 
PART OF A NETWORK OF DEUTSCHE 
TELEKOM GROUP SECURITY 
OPERATION CENTERS IN EUROPE

DEUTSCHE TELEKOM’S HONEYPOT 
PROJECT

NATIONAL CRITICAL 
INFRASTRUCTURE

THIRD PARTY (e.g. IBM)



OTE GROUP SECURITY OPERATION CENTER 

more than 

5.000
devices

Producing

30.000
EPS

Any given 
time 37

Incidents
On a daily

basis

Handling 

We inspectWe monitor

Peaks 
exceed 

700 
Gbps

400Gbps 
of traffic



Security Monitoring 
Incident Timeline

BEFORE

DURING

BEFORE
•Monitor and Prevent
•Provide intelligence

AFTER

DURING
• Detect, alert and escalate according to incident severity
• Mitigation and remediation suggestions
• Incident response co-ordination

AFTER
•Incident Response
•Forensic investigation



Service Architecture
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Investigation

Search Entity 
Profiling

Hunt

Linked Data 
Analytics

Intelligent Queue

SIEM
Alerts

User Behavior
Analytics

DNS Malware
Analytics

App Defender 
Analytics

Other 
Analytics

Smart ConnectorsSmart Connectors
Event StreamsEvent Streams

Event BrokerEvent Broker

Dashboards | Reports | Workflow | Case Mgmt | RunbooksDashboards | Reports | Workflow | Case Mgmt | Runbooks

Analytics Engines 
& Investigation 
modules

Analytics Engines 
& Investigation 
modules

Use Case LibraryUse Case Library
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Response

3rd Party 
Integration

ITIT OTOT IoTIoT PhysicalPhysical

Third Party 
Repositories 
(i.e. Hadoop)

Third Party 
Repositories 
(i.e. Hadoop)

External 
Information

External 
Information

Data Sources
(Structured & Unstructured) 

+ Control points

Security Operations
(On-prem & Managed)

Users

Cloud

Apps

Servers & 

Workloads

Network

Endpoints

IoT

Security Analysts
Level 1

Security Analysts
Level 2

Hunt Team

Ticketing & Workflow

Identity & 
Configuration

Intelligence Feeds

Threat Central

3rd Party Feeds

Active Directory

Config Mgmt DB

IT Operations 
& Management 
Systems

Real-time
Correlation 
engine (ESM)

Real-time
Correlation 
engine (ESM)



In
fr

a
st

ru
c

tu
re SOC based in 

Greece

State of the art 
technology

P
e

o
p

le 100% Greek-
speaking team 
of certified 
Security 
Analysts

Unparalleled 
expertise

P
ro

ce
s

se
s All services 

are governed 
by strict SLAs

ISO 27001 
certified SOC

In
te

lli
g

en
c

e Focused 
insight on 
attacks

Part of global 
DT SOC 
network

OTE MANAGED SECURITY SERVICES



Dr. Konstantinos Papapanagiotou
Cybersecurity Services Sales Manager

OTE B2B ICT Sales

Tel. 210 6115851
Mob. 6981238900
kpapapan@ote.gr

Thank you
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